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BDX is actively working on  our approach to become compliant with 
the new California Consumer Privacy Act Rules and Regulations. 

Attached is our CCPA overview and blueprint which outlines the 
scope of activities for our initiative. We thought our builder clients 
could benefit from this document so we are sharing it with you. We 
must be clear, we are simply sharing our plan provided by our legal 
team at Pillsbury Law. We are not providing legal advice or 
recommended actions.

If you have questions about the CCPA or this document, please contact 
your own legal counsel. 

California Consumer 
Privacy Act (CCPA)

Overview & Blueprint
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CCPA Overview
The California Consumer Privacy Act (“Act”) becomes effective on January 1, 2020, requiring covered 
businesses to be in compliance on that date.

The Act creates four new rights and a new protection for consumers.

• The new rights are:

 | The right to know what information is collected about them.

 | The right to receive a copy of the information collected about them.

 | The right to have such information deleted.

 | The right to have such information not shared with third parties.

• The protection is: a business may not discriminate against a consumer because the consumer exercised any
of his or her rights under the Act. The following are expressly considered discrimination for this provision of
the Act:

 | Charging different prices or rates for goods or services, including through the use of discounts or other 
benefits.

 | Providing a different level or quality of goods or services.

A business is covered if it meets all of the following criteria:

• it either (i) collects consumers’ personal information, or (ii) has such information collected on its behalf;

• it either solely or jointly determines the purposes and means of processing such information;

• it does business in California; and

• it meets at least one of the following thresholds: (i) gross revenues greater than $25 million; (ii) buys, sells,
receives, or shares personal information of at least 50,000 consumers; or (iii) derives 50% of annual revenue
from selling consumer information.

Affiliated organizations with common branding are also covered. 

• Direct or indirect ownership of the covered business or by the covered business (i.e. entities in the same
vertical line of the corporate organizational chart), will become covered businesses themselves if they share
a name or trademark with the covered business.

• Sister affiliates (i.e. under common ownership with the covered business) may also become covered
businesses if a covered business has the power to affect the policies or business operations of the affiliate.

• “Common branding” requires only the sharing of a name, trademark, or service mark.

• But the Act allows disclosure of personal information to covered affiliates under certain circumstances
regardless of whether a customer has opted out of sale/disclosure.

A “consumer” is any natural person who is a California resident, regardless of the relationship to a covered 
business.

• Employees and employment applicants are “consumers” for purposes of the CCPA.

• Definition is so broad, it will include any person the business may have had contact with, for any reason,
such as: emergency contacts of employees; references of job applicants; beneficiaries of insurance policies;
vendors (if individuals or sole proprietorships) and subcontractors; or financing guarantors.

A consumer’s rights under the Act cannot be waived, and any contract provision supposedly waiving any of these 
rights is void.
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“Personal Information” is generally any information that is not publicly available, which “identifies, relates to, 
describes, is capable of being associated with, or could reasonably be linked, directly or indirectly, with a 
particular consumer or household.”

• Personal information expressly includes contact info, education and employment info, internet activity and
search histories, IP address, commercial info such as purchase histories, biometrics, geolocation, as well as
any inferences drawn from any such information to create a profile.

• Household is not defined by the Act, and may create unintended consequences. E.g., a college student
residing outside California, who is a dependent of a parent who is a California resident, may be part of a
consumer’s household; information about the student is therefore capable of being associated with “a
particular consumer or household.”

 | But note that the Act exempts information collected through activities taking place wholly outside of 
California.  

The Act applies when a covered business collects, sells, or discloses the personal information of a consumer and 
part of that activity either occurred (i) in California, or (ii) while the consumer was in California. 

Compliance requires (i) up-front disclosures to consumers; (ii) provision of certain information upon demand by 
a consumer; (iii) deletion of personal information upon request; and (iv) non-discrimination against consumers 
exercising these rights.

• Up-front disclosures must be made in the business’s privacy policy, at a minimum.

• A covered business must respond to a verifiable consumer request for disclosure or deletion (i.e. a demand
under one of the four consumer rights created by the Act) within 45 days. The business may take an
additional 45 days to complete its response provided it notifies the requesting consumer within the first 45-
day window.

 | A business should establish well-crafted policies, procedures, and technical tools to receive, process, 
and verify such consumer requests. Verification will be extremely important as (i) a business does not 
need to respond to a request it cannot verify, and (ii) if a business discloses personal information to the 
wrong person, it will be a breach under the Act.

• Deletion of personal information upon request is not required where a business has a conflicting legal
obligation to retain the information, or under certain other circumstances, including when the business needs
the information for an internal use that is compatible with the context in which the information was provided
or is reasonably aligned with the consumer’s expectations based on the relationship with the business.

A covered business should, at a minimum, (i) update its website, (ii) update its privacy policy, and (iii) implement 
procedures for the required disclosures, deletions, and opt-out requests. Additional actions are recommended.

There are several exemptions, including:

• The Act cannot restrict a business’s ability to comply with other laws. E.g. record retention required by a law
or regulation;

• Health information collected under and protected by California’s Confidentiality of Medical Information Act or
HIPAA. This could potentially exempt information collected in connection with workers’ comp or workplace
injury cases.

• Sale of information to or from a consumer reporting agency as permitted by the Fair Credit Reporting Act (i.e.
consumer credit reports).

The Act has special provisions for “service providers.” A service provider is:

• A for-profit entity that receives and/or processes personal information from a covered business pursuant to
a written contract, provided the contract prohibits the service provider from retaining/using/disclosing the
personal information for any purpose other than performing the contracted services.

• If a business discloses a consumer’s personal information to a service provider for one of 7 specified
“business purposes,” that is not generally considered a “sale” under the Act, and therefore the business does
not need to honor the consumer’s request to opt-out of sales of his or her personal information to such a
service provider.
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The California Attorney General has authority to enforce the Act and may impose civil penalties for 
noncompliance ($2,500 per violation, or up to $7,500 for intentional violations).

The Act also provides a private right of action in certain circumstances (such as a data breach or theft). 
Consumers may recover damages up to $750 per consumer per incident, or actual damages, plus other relief.

• Note that pending bill SB 561, if enacted, would broaden this right to sue to include any violation of the Act.

• The Act provides for class action suits.

The California Attorney General has authority to interpret the Act and to adopt rules implementing the Act.

The AG must adopt rules governing certain aspects of compliance by July 1, 2020.

The Act has been amended once, with relatively little substantive change, and a new amendment is now 
pending that would increase enforcement risks.

Other states are now considering similar legislation.
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CCPA Compliance Blueprint
Purpose:

This Compliance Blueprint provides a high-level overview of components that will be needed in any 
operational plan to achieve compliance with the California Consumer Privacy Act (“CCPA”). It is intended to 
assist in the development of a more detailed plan that the Company will need to implement. This Compliance 
Blueprint covers the major areas of compliance, but is not an exhaustive guide to compliance. Also, please note 
that because the California Attorney General has yet to issue any interpretations or guidance on the CCPA, and 
has not adopted implementing regulations, we cannot guarantee that following this Compliance Blueprint will 
result in complete compliance with the CCPA.

Goals:

1. Identify all areas where Personal Information is received.

2. Identify all categories of Personal Information collected.

3. Identify the sources of Personal Information collected.

4. Identify all parties who may receive from the Company, or have access to, Personal Information (such as
Service Providers or Third Parties) and determine whether the activity constitutes a ‘sale’.

5. Identify the length of time Personal Information is legally required to be retained so that deletion requests
can be honored properly.

6. Identify the Personal Information that is exempt from either disclosure or deletion requests.

7. Develop authentication procedures to verify identity of requesting individuals.

8. Develop two channels for receiving consumer requests.

9. Develop procedures for intake, processing, delivery, tracking, and record retention of consumer requests.

10. Develop opt-out methods and processes.

11. Develop templates for on-demand disclosures.

12. Update public facing privacy policy and online disclosures.

I. Phase 1:

A. Conduct a data inventory.

In order to comply with the disclosures that must be made in the Company’s privacy policy, on its website,
and to on-demand requesting parties, the Company should inventory and map the information identified
in items 1-5 above, for the last 12 months.

The CCPA includes a non-exclusive list of data that is included in the definition of “personal information,”
which the Company should map:

• Real name or unique pseudonym or user alias,

• Postal address or email address,

• Unique personal identifier (a persistent identifier that can be used to recognize a consumer, a family,
or a device that is linked to a consumer or family, over time and across different services),

• Online identifier,
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• Internet Protocol address,

• Account name,

• Social security number, driver’s license number, passport number, or other similar identifiers,

• A device identifier (device is a physical object that is capable of connecting to the Internet, directly or
indirectly, or to another device),

• Cookies, beacons, pixel tags, mobile ad identifiers, or similar technology,

• Customer number,

• Probabilistic identifiers (the identification of a consumer or a device to a degree of certainty of more
probable than not based on any categories of personal information included in, or similar to, the
categories enumerated in the definition of personal information),

• Signature,

• Physical characteristics or description,

• Insurance policy number,

• Education, (including information that is not publicly available personally identifiable information as
defined in the Family Educational Rights and Privacy Act (20 U.S.C. section 1232g, 34 C.F.R. Part 99),

• Employment,

• Employment history,

• Bank account number, credit card number, debit card number, or any other financial information,

• Medical information, or health insurance information (insurance policy number or subscriber
identification number, any unique identifier used by a health insurer to identify the consumer, or any
information in the consumer’s application and claims history, including any appeals records, if the
information is linked or reasonably linkable to a consumer or household, including via a device, by a
business or service provider),

• Characteristics of protected classifications under California or federal law,

• Records of personal property,

• Products or services purchased, obtained, or considered, or other purchasing or consuming histories
or tendencies,

• Biometric information (physiological, biological or behavioral characteristics, including an individual’s
deoxyribonucleic acid (DNA), that can be used, singly or in combination with each other or with other
identifying data, to establish individual identity including imagery of the iris, retina, fingerprint, face,
hand, palm, vein patterns, and voice recordings, from which an identifier template, such as a faceprint,
a minutiae template, or a voiceprint, can be extracted, and keystroke patterns or rhythms, gait patterns
or rhythms, and sleep, health, or exercise data that contain identifying information),

• Internet or other electronic network activity information, such as browsing history, search history,
and information regarding a consumer’s interaction with an Internet Web site, application, or
advertisement,

• Geolocation data,

• Audio, electronic, visual, thermal, olfactory, or similar information,

• Professional or employment-related information, and

• Inferences drawn from any of the information identified in this subdivision to create a profile
about a consumer reflecting the consumer’s preferences, characteristics, psychological trends,
predispositions, behavior, attitudes, intelligence, abilities, and aptitudes.
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For each category of personal information, the inventory should record: 

• How/where it is collected (e.g. website, in person, phone, from a third party, applications, etc.);

• when it was collected;

• format of the information (e.g. digital, paper documents, images, audio/video);

• where the data is stored

• source of the data;

• purpose for collection;

• business uses of the information;

• who has access to or receives the information; and

• how long it is retained under the Company’s data retention policy.

Do not overlook undocumented practices that relate to any personal information.

Because the CCPA considers all natural people residing in California to be “consumers,” without regard 
to their relationship to the Company, the data inventory should capture information about all California 
residents who come into contact with the Company in any way, including but not limited to: current and 
former employees, contractors, job applicants, benefit recipients, vendors, service providers, and family 
members of any of the foregoing.

For each entity that receives or has access to personal information from the Company, identify whether 
there is a contract in place with the entity.

B. Perform Post-Inventory Review and Analysis.

Determine whether sufficient information is present for the Company to be able to make the required
disclosures in the privacy policy, on the website, and in on-demand disclosures.

Review contracts with entities with which the Company shares, discloses, sells, or gives access to personal
information.

• Determine whether each such entity is a third party or a service provider.

• Determine whether such disclosure or access is a “sale” under the CCPA. Applying the definition of
“sale” under the CCPA to the agreements under which access to personal information is permitted will
require a careful analysis of each agreement.

Determine which information is exempt from disclosure and from erasure. 

Determine how long each category of information must be retained.  

Review IT processes and capabilities to determine what changes must be made in order to accommodate 
consumer requests within the required 45-day window.

Review the Company’s record retention policy, if any, to identify data that is required to be retained, and 
length of time it must be retained, under applicable laws.

II. Phase 2:

Once the Company has mapped the information that it collects, uses, shares and retains, and analyzed
the results as suggested above, it is in a position to implement procedures to comply with the CCPA.  The
following are suggested steps to achieve compliance, but please note that additional steps may be required,
depending on the full evaluation of the Company’s data, policies, and practices.
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A. Update IT Processes.

Update IT processes and/or implement new procedures for collecting and consolidating specific personal
information into a form transmittable to a requesting consumer.

Update existing, and/or implement new, processes and procedures to coordinate the IT department with
the Company’s business units in order to (1) collect the information about a specific individual that the
Company has collected in the prior 12 months and (2) collate that information into a readily useable format.

• The Company must be able to deliver, within 45 days of receipt of a request, the following, with
respect to the 12-month period preceding the request:

a. The categories of personal information it has collected about that consumer.

b. The categories of sources from which the personal information is collected.

c. The business or commercial purpose for collecting or selling personal information.

d. The categories of third parties with whom the business shares personal information.

e. The specific pieces of personal information the business has collected about that consumer.

B. Implement Procedures to Verify Requesting Consumers

The Company must verify the identity of an individual making a request for disclosure before any
disclosure is made.

• Note that the verification process does not extend the 45-day response time limit, so the Company
must verify, process, and respond to a request all within 45 days.

• Also note that any information collected from an individual that is used to verify the person’s identity
may only be used for that purpose and for no other.

C. Update Record Retention Policy.

Update existing, and/or implement new, record retention policy to include the recordkeeping
requirements for disclosure requests and responses made under the CCPA.

• The record retention policy should note the time specified by any applicable statute or regulation
which requires retention of any of the data.

• Ensure that the record retention policy does not exceed the legally required period of retention so that
the Company can properly erase data upon a consumer’s request.

D. Amend Contracts.

The CCPA definition of “sale” of data is expansive and includes any disclosure of personal information to
another business or third party “for monetary or other valuable consideration.”

Based on the review performed above, where the Company has a relationship with an entity that might be
deemed a “service provider” under the CCPA, the Company should amend the contract with such entity to
include the provisions required by the CCPA.

• In certain circumstances, when a covered business discloses personal information about a consumer
to a service provider, that disclosure can be exempted from being a “sale” of personal information. In
order for the receiving entity to be a service provider, one requirement is that the contract with the
covered business must contain certain provisions described in the statute.

The Company should also determine which contracts, under which the Company shares personal 
information with another entity, might fit within the exception to the definition of “third party,” and where 
relevant, amend such contracts accordingly.



Page 9 © 2019 Builders Digital Experience, LLC. All rights reserved. OP-Legal-CCPA-0719

E. Prepare Protocols for Processing Opt-Outs.

Implement a link on the Company’s website home page entitled “Do Not Sell My Personal Information,”
which links directly to an online form that a consumer can complete to opt out of having personal
information sold.

• Develop a simple form and an IT process to handle such opt-out requests.

• It should be noted that the CCPA permits an individual to authorize another to exercise the opt-out
right on his/her behalf.  Thus, the form should include a field for the authorized representative to
include their name and to confirm they have been authorized to act on behalf of the named individual
opting out.

Establish policies and procedures that automatically opt out children under the age of 16 from the sale or 
disclosure of their information. Also prepare procedures for children under the age of 16 opt-in to the sale 
of their personal information.

• Children between 13 and 16 may themselves opt in to having their personal information sold or
disclosed. The Company may not sell or disclose the personal information of such children without the
opt-in.

• Children under the age of 13 can only opt-in through a parent or guardian. Without this affirmative
authorization from the parent or guardian, the Company may not sell or disclose the child’s personal
information.

F. Prepare Protocols for Processing Deletion Requests.

Develop protocols for processing deletion requests that (1) preserve data exempt from erasure, (2) delete
erasable data, and (3) direct the Company’s service providers to also delete this data.

• The protocols must address non-digital media, such as paper documents, photographs, etc.

G. Activate Two Channels for Disclosure, Deletion, and Opt-Out Requests.

Implement an online form / web address to receive such requests.

Implement a toll-free number to receive such requests.

Determine any additional channels that are acceptable or convenient for the Company. For example, a
dedicated email or postal address.

For each channel, the Company should identify the staff who will be monitoring the channel to receive
requests and determine a means for the staff to communicate with the requesting individual in order to
verify the identity of the individual.

Test the functionality of each channel.

H. Develop Procedures for Receiving and Responding to Requests.

The procedures should define the process to be followed from receipt of the request through delivery of
the information to the requestor.

• All requests should be logged and steps taken to respond should be documented.

• The record should include the timing of the request because consumers may only make requests
twice within a 12-month period.

• The procedures should provide for responding to all requests within 45 days.
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1. Data Collection Practices

Develop a template for responding to requests for disclosure about the Company’s data collection
practices. These disclosures must include generic information about the Company’s collection
practices, as well as specific information collected about the requesting consumer.

The generic information includes:

• the categories of personal data collected within prior 12 months about the consumer;

• the categories of sources from which the personal information is collected;

• the business or commercial purpose for collecting or selling personal information; and

• the categories of third parties with whom the business shares personal information.

The specific information includes:

• all personal data collected about the requesting individual within the prior 12 months;

• the sources of such data; and

• the purpose for collecting such data.

2. Data Sale Practices.

Develop a template for responding to requests for disclosure about the Company’s data sale/
disclosure practices. These disclosures must include generic information about the Company’s data
sale/disclosure practices, with respect to data sold during the prior 12 months, including:

• the categories of personal information that the business sold about the consumer;

• the categories of third parties to whom the personal information was sold (by category or
categories of personal information for each third party to whom the personal information was
sold); and

• the categories of personal information that the business disclosed about the consumer for a
business purpose.

I. Develop Procedures for Tracking Requests.

The CCPA requires the Company to respond to disclose and deliver, or delete, the required information
within 45 days of receiving a verifiable request.  To demonstrate compliance with the CCPA, the Company
should develop procedures to be followed in connection with each on-demand request to:

• Identify the date each request is received and the channel through which it is received.

• Identify the process used to verify the individual’s identity and confirm verification.

• Track the progress of the processing of the request to evidence a complete search for the information
to be disclosed or deleted, with confirmation of completion of each search.

• Confirm the completion of the disclosure and delivery of the disclosure to the consumer.

• Confirm the completion of the erasure of personal information and, if information is retained pursuant
to an exception, identify the exception permitting retention.

• Identify the date of response to each request, with confirmation of delivery by the person responding.

• Maintain a copy of the response provided.
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J. Develop a Policy and Procedures For Re-engagement of Those Opting Out of Having Their Data Sold.

The CCPA permits the Company to contact opt-outs to try to re-engage them, but only after the expiration
of 12 months after the consumer opted out.

• The process must obtain the “express authorization” of the individual.

• The Company should document the efforts to contact such consumers and the method of express
authorization given by the consumer.

K. Update the Company’s Public-Facing Privacy Policy.

Update the public facing privacy policy at least every 12 months, and whenever the Company changes the
information it collects or sells.

Include the following in the privacy policy:

a. A description of consumers’ rights under the CCPA.

b. The designated methods for submitting requests up to twice a year.

c. The right to opt out of having their information sold and how to exercise that right, including a link to
an online form to be used for that purpose.

d. All of the categories of personal information that the Company has collected about consumers in
the preceding 12 months.

e. The sources from which the personal information is collected.

f. All of the business or commercial purposes for collecting or selling personal information.

g. The categories of third parties and service providers with whom the Company shares personal
information.

h. A list of the categories of personal information the Company has sold about consumers in the
preceding 12 months, or a statement that it has not sold consumers’ personal information.

i. A list of the categories of personal information it has disclosed for a business purpose in the
preceding 12 months, or a statement that it has not disclosed personal information for a business
purpose.

L. Develop a Non-Discrimination Policy.

The Company may not discriminate against a consumer as a result of the exercise of the consumer’s rights
under the CCPA. At a minimum, the Company should enact a policy designed to prevent the Company
from:

a. denying goods or services to consumers who have exercised their rights under the CCPA;

b. charging different prices or rates for goods or services (including through the use of discounts or
other benefits or penalties) to such consumers as compared to consumers who have not exercised
their rights; or

c. providing a different level or quality of goods or services to such consumers as compared to
consumers who have not exercised their rights.

Document pricing practices and detail the underlying reasons for differentials in pricing of goods or 
services. 

Develop policies, procedures, and training for customer support services to include receipt and escalation 
of complaints about potential discrimination claims related to the consumers’ choices about providing 
personal information.
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M. Draft and Post Website Disclosures.

Draft and post disclosures that are presented to consumers “at or before the point of collection” of
personal information, to inform them as to the categories of personal information to be collected and the
purposes for which the information will be used.

• The list of categories and uses of personal information must be comprehensive, as the Company may
not collect any other categories of information or other uses of information until the business provides
a new notice.

• Include, if applicable, notice that personal information may be sold and that the consumer has a right
to opt out of such sale.

N. Train Staff on receiving, processing and delivering responses to on-demand disclosures and erasure.

Train all staff responsible for handling consumer inquiries and requests on relevant Company policies and
procedures relating to receiving, processing, and responding to disclosure request, deletion request, and
opt-out requests.

Train such staff, and customer service representatives, about the Company’s privacy practices and the
requirements imposed on the Company by the CCPA as well as how to direct consumers to exercise their
rights under the statute.

Train customer service representatives on the Company’s compliance with the CCPA in order to assist
individuals in exercising their rights.

O. Test Processes.

Perform testing on all new processes for responding to disclosure, deletion, and opt-out requests to
ensure that they are functioning as intended and capturing the requisite information.




